ESTEEM OQUICK START GUIDE

re— MODEL 210C/M

Before You Begin

e The ESTeem Model 210C and 210M wireless Ethernet radio modems are compatible with many different applications. The
most common application is to bridge two or more Ethernet devices in a wireless network. This guide will demonstrate the
basic configuration and testing of a pair of 210C’s or 210M’s. For more detailed information, please see the ESTeem Model
210C/M User’s Manual.

e This guide assumes you have a working knowledge of Ethernet networking, TCP/IP protocol and how to identify and set the
TCP/IP address on your computer.

e The 210 can be configured using any current web browser software such as Internet Explorer, Firefox (Mozilla) or Google
Chrome.

o  The following procedure will provide an initial communication link between two or more Model 210’s for testing purposes.
All the example commands listed in this guide can be adjusted to fit your communication network. Please consult the
ESTeem Model 210 User’s Manual for more details.

Unpack Contents
Each node in your ESTeem Model 210’s network may have different hardware components based upon the final installation

location (i.e. Outdoor, Indoor, Point-to-point or Muti-Point). Antenna types, cable lengths, power supplies may be different, but
the following items will be required for basic setup:

wME, Modems

Model 210C AA109 Resource Disk oy @
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*Test Antenna g *Coax Cable
(AA20C.1 Displayed)
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L
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Ethernet Cable
Power Supply
(AA178 Displayed)

*The ESTeem 210C and 210M wireless modems require an antenna connection before testing. |1f you are using building
mount antennas for testing, you will need to physically separate the antennas or use attenuation.

Note: Your accessory model numbers may vary from the above, but you will need to locate each of above items to continue
configuration.
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Begin Programming

1. Assemble the ESTeem Model 210 using the following:

Power and Data Connection

Test Antenna
(AA19C Shown)

101M00BaseT
Ethernet Cable
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AA109
Resource
Disk
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2. The Model 210 will link to other Model 210’s on the network via the WLAN Media Access Control (MAC) address found on
the bottom of the case. This MAC address is six hexadecimal digits separated by colons and is configured at the factory.
Every MAC address in the world is unique and can not be changed. Complete the following chart to aid in your

configuration:
Name Serial Number IP Address Ethernet MAC WLAN MAC
Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 00:04:3f:00:01:02

3. Configuration of the Model 210 is completed through the product’s internal web server. To access this configuration page,
you will need to enter the 210’s IP address in your web browser. The IP address set at the factory is Class B (i.e. 172.16.x.x)
address and is printed on the Quality Assurance sheet sent with each 210. If the factory default address matches your network
configuration, please proceed to Using Setup, otherwise continue to step 4.

4. Ingtall the ESTeem Model 210 Discovery Utility. The ESTeem Model 210 Discovery Utility will allow you to configure
the IP address to match your network. Install the 210 Discovery Utility on your computer by inserting the Resource Disk in
your CD drive.

Note: The ESTeem Resource Disk is stand-alone copy of the ESTeem Web site (Figure 1). Navigation of the Resource Disk is

as simple as using your web browser. All technical documentation, User’s Manuals and the ESTeem Utility Program is
available on the disk.

Place the ESTeem Utility CD in your CD-ROM drive. The CD will auto load the ESTeem main page

Note: If the page does not auto load, open your web browser and set your address line to D:\index.html (Where D: is the
drive letter for your CD-ROM drive).

From the Support Menu select ESTeem Utilities and click on Download ESTeem Model 210 Discovery Utility.
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wireless products available in High Speed Wireless Ethernet, Unlicensed Spread Spectrum and

Licensed Narrow Band Serial in the WVHF and UHF radio communication bands

The industry leader and patent holder on the wireless modem for over 30 years, ESTeem has been
providing the industrial control, public safety, and federal markets with proven and reliable wireless
solutions. With our latest advancements to the ESTeem Wireless Ethemet line, such as the Model
195E series and hioh-nower licensed wireless Ethemet Model 210. we will aoain set the standard in

. [ﬁ Maodel 192 Series End of Life

SBO03

Figure 1 —-ESTeem Resource Disk Main Page



Note: This program is saved in a compressed file format.

Microsoft Windows XP® or newer operating systems will 210 Discovery Liiliy ..
- - - - The Madel 210 Discovery Utility will display all ESTeerm 210C and 210M wireless modems connected to the |
open the file directly, but other operating systems will o e e o e i s Tew e et e |
require a common compression program such as WinZip Ml 2101 and 2100, i pported ' ’ ’
. . - - Mote: The Model 210 Discovery Utility requires a Java Runtime that must be installed to use the utility. Java is available for free
available for download at http://www.winzip.com downloag 2t the fallowing URL hitp /Awse fava com

+ 210 Discovveny ULility
Extract the Discovery.exe file listed in the window to your
computer and double click on the icon to run the program. Figure 2- ESTeem Utility Download
The 210 Discovery Utility uses a Java Runtime and will

need to be installed on your computer before running the Utility. Please follow the link on the web site or Resource CD for
installation.

5. Set IP Addresson the Mode 210. Connect the Model 210 to your computer either directly to the Ethernet card or through
an Ethernet Switch using a CAT-5e Ethernet cable. The Ethernet port on the 210 supports Auto-Negotiation so either a patch
cable or crossover cable will work. Open the ESTeem Discovery Program and press the Discover EST Modems button. The
Model 210 will be displayed in the program by the Ethernet MAC address and Current IP Address (Figure 3).

Note: The SSID and Mode of Operation will be adjusted later in the configuration.

ESTDiscover Build Date: 2013-05-23
MAC Address | IP Address | Metrnask | Gatewsay | ssID | MODE | ID | VERSION | MODEL |
00:04:3F:00:70:0A 172168126 256.255.0.0 1721641 i] AP Bridoe 2013060512, 2101 A
~
v
Discover EST Modems Apply Changes Clear List Build Date: 2013-05-23

Status: Idle

Figure 3 — Discovery Program Main Page

Double-click on the configuration parameter you wish to change (Figure 4) and enter an IP address and Subnet Mask for the
210 that matches your network subnet (Modified fields will show in yellow). Press the Apply Changes button to save this to
the ESTeem. The 210 will disappear from the list and will reboot. Proceed to ESTeem Setup to continue configuration.

ESTDiscover Build Date: 2013-05-23
MAC Address | IP Address | Metmask | Gateway | B5ID | MODE | 1D | VERSION | MODEL |
00:04:3F:00:7 004 172.16.58.126 255.255.0.0 172.16.1.1 1} AP Bridge 2013060512 210C1 A
v
{ Discover EST Modems J { Apply Changes J [ Clear List J Build Date: 2013-05-23

Status: ldle

Figure 4 —Change | P Address Window


http://www.winzip.com/

Setup Programming

You should now be ready to configure the Model 210 through your web browser. Open the web browser program and enter the IP
address of the ESTeem in the address line and press enter.

1. When prompted, enter admin for both the username and password and press the OK button.

‘3 about:blank - Microsoft Internet Explorer

=3l x|
Flle Edt Yew Favorites Tools  Help |
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Address [ €] 172.16.38.19 =] 6o | links >
v\ =l
Enter IP Address
21
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FRealm cgibin
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Enter Username ///P;;,f? =
and Password W e
s |
L4
Press OK
When Complete
=
] Opaning page httpiff172,16.38.19%] . _ _ ] T T @ internet

Step 1-Sign-In Screen
2. Select Setup on the top menu.

3. Press the drop-down menu and select AP Bridge and press the Next button.

& EsTesm Wweb Configuration - % W =i
« C A | [ 172.16.8.126/cqgirbin/avsweb.cgigs_setup. frm w M =

[ Android (] Banking (] Bible Study ] ESTeem [_ ] RF Took [ ] PLCStuff [ Fitness [ ] MTG (O] Games [ ] Misc Keep [_ | Books-web [~ ] Comics

ESTeem Web Configuration Manager m
Wireless Modems

Setup

This is the main Setup Page. Select a mode of operation for the wirelesa LAN unit frorm the following iist.

Select Mode of Operation: |[AP Bridge v Help

Step 3—Select AP Bridge



4. Set the DHCP services to OFF and press the Next button.

IIII ESTeem Web Configuration Manager BrEEM IIII

Wireless Modems

Setup

Salect whether you wish fo use DHCP client senvicas or whelhar yvau wish configure a DHCP server. Seleching “Mone ™ will
take you through a manual sefup of IF addresses as opposed to using DHCF services.

Selected mode of operation. AP Bridge

DIHCP services on the bridge interface: & Mone
O Client
O Server

5

Step 4 —Turn DHCP Off

5. Verify the IP address and netmask for the 210 (listed as bridge device) are correct press the Next button.

'E ESTeem WWeb Corfiguration ! % W | [=Tla| x
€« C M [} 172.16.8.126/cg-binfavsweb. cgifgs_ap_bridge_1.frm q’/‘\? i% =

(7 Android (] Banking [ BibleStudy  [C] ESTeem (] RF Tools (] PLCStuff (C ] Fitness [ MTG [ ] Games [ ] Misckeep [ Books-Web [ Comics

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enler values for the following fields for manual IP setup of the bridge device

Mode of operation: AP Bridge
DHCP Services: Off

Enter IP address for bridge device: |172.76.8.126

Help
Enter netrnask for bridge device: [259.255.0.0 Help

Step 5—Verify IP Address



6. Enter in the Gateway address in the default route IP address block and any DNS information for the server. If this is not
know or on a network without a Gateway, leave these items at factory default.

[E ESTeem Web Corfiquration | % | = | x|

« C A [ 172.18.8.126/cgrbin/avsweb.cgirqs_manual_p_setp_bro.frm b % =
(7 android [ Banking [ Bible Study ] ESTeem [ RF Tools [ PLCStuff () Fitness (] MTG [ Games [ Misckeep [ Books-web [ Comics

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enfervaiuas for the foliowing fielda to sef up the defaulf route and DNS seltings

Mode of operation: AP Bridge

Enter default route IP address: Help
Use DIVS client services? O Yes Help
® Mo
Enter DIS domain: | e
Enter primary DNE server [P address: ‘ | Help
Enter secondary DS server IP address: ‘ | Help

Step 6 — Enter Gateway Address

7. All 210 modems in the network must have the same Service Set Identification (SSID). The SSID is a number from 0 to
255 and the default SSID is 0 and we will use this for demonstration. Enter the SSID as listed above and turn off the
wireless security features by selecting the NONE radial. Press the Next button to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

In the following fields, enfer the service selidentifior (S510 0-255) that will be common fo all wireless LAN devices and select
encrvolion for station pesrs.

Selected mode of operation: AP Bridge

Buerthe S3ID(0-255: 0| Help

Encryption used for mobile clent connections: & None
O WEP 64-bit
O WEP 128-bit
O TEIP
O CCMP

Select the AP/mobile chient encryolion miethod. Nole: the encryplion
method and key sefling musi be the same on foth AP and mobile
clisnis

Enter the encryption key: [11.22.33.44.:55.66:77.88.99.00:aa bbcc.dd ee]

Enter the encryplion key as a seqguence of hexadecimal byles (e.q.
Oa:00 1. 2d:3e). Key isngih: None=0 byfes, WEPG4=5 hyies,
WEP128=13 byfas, TKIP=32 hyies, COCMP=18 byles

Encryotion key must be the samea on the AP and mobile client

Step 7—Enter SSID



8. The mobile client access control list will be displayed. Leave configuration at default and press the Next button to
continue.

ESTeem Web Configuration Manager m
Whrnlas Moderns.

Satup

Erlor the appropnale vaues in the falas beiow far configunng chaen! MAC Address Aulthanlication. If allow_ail iz salgelad,
the chen! MACS in lha access conliod sl are gnored

Choose one of the follovang ckent MAC address msthentication modes
@ allow_all Help
© allow ocaly thaze chient MACs in the Est below
© deny caly these chent MACs = the kst below

Erter MAC address Add MAC to Access Control List
Sueeess Contrel List e AL
FRemove ALL MAC |

To remove @ MAC address

— from the aeeass cominol Nist,
salecl the MAC lo remove
&nd click the Remove MAC
butfon. To remove all MAC
agdresses fromi the sl elick
the Remove ALL MACs
butfon

[Prevous | [Mext

Step 8 —AccessControl List Screen

9. All Model 210s on the same network must use the same RF Bandwidth. Most licensed frequency channel use 12.5 KHz

bandwidth. Leave the 210 at a default value of 12.500 KHz and press the Next button.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Selact the RF channel width for the wireless LAN device fo use. Note thaf reducing RF channel widih has the effact of
reducing the overdthe-air datarates.

Select an RF bandwidth in KHz Help

Step 9 - RF Bandwidth

10. All Model 210s on the same network must use the same Datarate. It is best to start with the default 64.800 Kbps datarate

and press the Next button.

ESTeem Web Configuration Manager BI'EEM
Wireless Modems

Setup

Select the datarate for the wireless LAN device to operate on.

Select a datarate in Kbs Help

Step 10— RF Data Rate



11. Enter the operating frequency for the 210 either divisible by 6.25 KHz or 12.5 KHz. All Model 210 wireless modems
must be on the same operating frequency. Press the Next button to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Input desired fraquncy between 450 and 470 Mhz in incraments of 6 25 or 2.5 iKhz depending on channs! widih

Input frequncy in bz 460000000 Hel

Step 11 — Set RF Frequency

12. Configure the repeater peer list by selecting Enable the repeater capability radial to YES (Below). Press the Add button
to the right of the repeater peer table.

[E ESTeem Web configuration - % Y| =N |
&« C' & | [ 172.16.8.126/cgi-binjavaweb cgitgs_wlan_setup_wland_channel.frm s % =

(7 android (] Banking [ Bible Study (] ESTeem (T RF Tooks (] PLCStuff (] Fitness [ MTG [ Games [ MiscKesp [ ] Books-Web [ Comics

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether fo enable repeaier capability. If the repeater capabilily is disabled, the peerlist is ignored. Ifthe repeater
capabiiify iz snablad, then a link is established with each pearin the iist.

You may add & peerio the lisi remove an existing pesr or madify an existing peer by clicking the appropriate buiton below

The folfowing configurations are for the wireless LAN device

Enable the repeater capability? © Yes Help
O Na
Set as root bridge? O Ves
® Ne

Path Encrypt Data
MAC Addr Length Type Rate Enable
Repeater Peer List: Add
hodify

Step 12 — Repeater Peer



13. Using the chart created in the Begin Programming section of this guide, enter the Wireless MAC (WLAN MAC)
address of the opposite 210 (the 210 this unit you are programming will communicate with) in the Peer 1 — MAC
Address field (right). Leave the Priority and Cost settings at the default values and change the Enable Link radial to
Enable and press the Create Repeater Peer button. Press the Next button.

Example Addresses

Name Serial Number IP Address Ethernet MAC WLAN MAC
210 We Are E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02
Programming
Opposite 210 We Will E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02
Create Wireless Link

Wireless Modems. III

III ESTeem Web Configuration Manager

Setup - Add a Repeater Peer

To add a new repeater pear for the wireless LAN infarface, entar the WLAN addrags, the path length, the key fype, the key

and the rata sef and click the “Create Repeatar Paer” hutton

Enter the WLAN MAC address: [00-04:3F-00:11:02
Enfer a 48-0it MAC addres containing 6 colon separated hex byfes

Enter the path length (1-256). |y

Select the encryption type: @ Hone
O WEP 64-bit
O WEP 128-bit
O TEF
O CCMP
Seisct the repeatar link encrypfion method. Naolfe: the sncnption method and ksy ssffing
must be the same on both repeater peers.

Enter the encryption key. [11.22:33.44:56.66.77.58.99 00 aa.bb.cc.dd. ve]
Enferthe encryption key as & sequence of hexadsecimal byfes (s.g. 0a.0b: {¢:.2d:38). Key
length: None=0 bytes, WEPG4=5 tvies, WEP128=13 hyles, TKIP=32 byles, COMP=18
hidss.

Enablefdisable link: & Enable
O THsable
Enable/disable the repealer peer link. Enable must be selecled for the repealsrs fo
communicats

| Return to Repeater Setup | [ Create Repeater Peer J

Step 13— Configure Peer Table

14. The serial port configuration screen will be displayed. Leave all configuration at default and press the Next button to
continue.

15. Press the Commit Changes button and the modem will save all the changes made and reboot. The reboot time is
approximately 1 minute to be ready for operation.

16. Complete all steps in this Setup Programming section for the other Model 210’s you will be testing before moving on
the Testing Communication section.




Testing Communication Link

After you have configured at least two of the Model 210 wireless Ethernet modems for operation, you can verify communication

with each the following steps:

Status Light — The quickest source of link status is to view
the Status Light on the face of the 210. If the Status light is
solid, the Model 210 has a connection to another Model 210
listed in the Peer Table.

Status Screen/Peer Table— To view further information on
the status of the communication link (such as connection
speed, signal strength and last update time) you can open the
Status Screen from the Web Interface. After press the Status
tab at the top of the screen the Status: Summary will be
displayed showing the status of all ports and memory in the
210. Under the Wireless Status heading, click on the View

Model 110C

Status Light

Peer Table. The Peer Table will list all wireless activity seen by the 210 and how it is classified.

Find the opposite 210 in the Repeater Peers list and information such as signal strength (in dBm) and time/speed of last data

packet will be displayed.

IIIH‘ ESTeem Web Configuration Manager
- 2 [ Reboot| Ao

o i

Status: Peer Table

This page is a summary view of the peertable for the WLAN device indicated below. Click on a given MAC addrass for more

detalis about that peer.

Return to Status Sumtary Page

Azsociated Stations

Opposite Modem’s Wireless MAC

/ Receive Signal Strength (dBm)

IMone / /
/ Last Packet Received
Repeater Peers
WAC Addr Signal| LastRz (sec@kbps){Modem ID
00:04:3£;00;7e;da 79 0@64.800] Remote @mmm———— Peer Modem ID
Access Points
MAC Addr Signal| LastR= (sec@kbps)] Enc  |SSID
00:04:37:00:7e:dal 79 0@sd300] o |0 o = Other Model 210°'s
00:04:3£:00;7£:02 -116 45(@564.800 n 0 On Same Freauency

Adhoc Networks

None

Wireless Modems ”‘ III
|

Repeater Peer Table



Ping Testing — The easiest method for testing the efficiency of data flow between the ESTeems is to conduct a Ping test to the
opposite modem’s IP address. This will test all links in the Ethernet Bridge.

[ ]command Prompk

C:x>ping 172.16.38.196 —t
Pinging 172.16.38.196 with 32 bytes of data:

from 172.16.38.196: hytes=32 time<lBmz TTL=64
from 172.16.38_196: hytes=32 time{18Bmsz TTL=64
from 172.16.38_176: bhytes=32 time<{18Bms TTL=64
from 172_.16.38_196: hytes=32 time{18Bmsz TTL=64
from 172.16.38_.176: hytes=32 time{18Bmsz TTL=064
from 172.16.38.196: hytes=32 time{l1Bmz TTL=64
from 172.16.38_.196: hytes=32 time{1B8Bmsz TTL=64
from 172.16.38.196: hytes=32 time<{l1Bmz TTL=64

from 172.16.38_196: hytes=32 time{18Bmsz TTL=64
from 172.16.38_176: hytes=32 time<{18Bmsz TTL=64
from 172_.16.38_196: hytes=32 time{18Bmsz TTL=64
from 172.16.38_176: bhytes=32 time<{18Bms TTL=64
from 172_16.38.196: hytes=32 time{1@mz TTL=64

Ping statistics for 172.16.38.1%6:
Packets: Sent = 13. Received = 13, Lost =
Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms,. Average = Hns

B <B@x loss),.

Technical Support

User’s Manual and Technical Documentation
http://www.esteem.com

E-Mail Support
Support@esteem.com

Phone Support (8AM to 5PM PST Monday-Friday)
509-735-9092



http://www.esteem.com/
mailto:Support@esteem.com
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